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Apple Finally Joins Twitter With an Eye 
Toward Socializing Its Customer Service 
by Lauren Johnson | adweek.com | March 3, 2016

Attracts 25,000 followers in 2 hours
After years of eschewing social media, Apple has finally joined 
Twitter. This morning, the Cupertino, Calif.-based brand launched 
an account to “provide tips, tricks and helpful information when 
you need it most.”
    Within two hours of opening the account, the page racked up 
24,000 followers, posting more than 184 tweets to folks with ques-
tions about their iPhones, iPads and laptops.
   One sample tweet:  “The Notes app has some awesome hidden 
tricks. A favorite of our: how to turn lists into checklists.”
   Complete article at http://www.adweek.com/news/technology/
apple-finally-joins-twitter-eye-toward-socializing-its-customer-ser-
vice-169979

Is your smartphone listening to you?
By Zoe Kleinman | bbc.com | March 2, 2016

It all began with a car crash.
    I was doing some ironing when my mum came in to tell me that 
a family friend had been killed in a road accident in Thailand. My 
phone was on the worktop behind me. But the next time I used 
the search engine on it, up popped the name of our friend, and the 
words, “Motorbike accident, Thailand” and the year in the suggested 
text below the search box.
    I was startled, certain that I had not used my phone at the time I 
had had the conversation—my hands had been full. Had I started to 
look the details up later on and forgotten? Or was my phone listen-
ing in? Almost every time I mentioned it to people they had a simi-
lar story, mainly based around advertising. One friend complained to 
her boyfriend about a migraine, her first ever, only to find the next 
day she was being followed on Twitter by a migraine support group.
    Another had an in-depth chat with her sister about a tax issue, 
and the next day was served up a Facebook advert from tax experts 
offering advice on that exact issue.

Please see Listening, Page 2

New Online Tool Shows You What The Heck 
Privacy Policies Actually Say
by Kate Cox | consumerist.com | March 11, 2016
While privacy policies exist to give consumers information about what 
data is being collected and how it’s being used, they tend to share one 
big problem: most are utterly impenetrable for the average reader.
    They’re long. They’re dry. They’re in a particularly tortuous form 
of legalese, designed to maximize corporate butt-covering and not 
consumer understanding. And they’re so dull that we ignore them.
    So a team of researchers from two universities is trying to make 
those policies more accessible, with a tool they call Usable Privacy.
    Usable Privacy is a website launched jointly by Carnegie Mel-
lon University and Fordham Law School to share some of their 
findings on privacy policy research. Right now, at launch, it has an-
notated privacy policies available for 193 websites; the researchers 
plan for that number to go up.
    In a press statement, the researchers pointed out that stud-
ies show it would take an average user 600 hours to read all the 
privacy policies for their regularly viewed sites. That’s twenty-five 
24-hour days—a month of your life—devoted entirely to learning 
where you stand … and that’s ridiculous.
    “Our objective is to produce succinct yet informative summaries 
that can be included in browser plug-ins or interactively conveyed 
to users by privacy assistants that inform users about salient pri-
vacy practices,” said Norman Sadeh, the lead principal investigator 
of the study.
    “While navigating our site, people will notice how complex and 
fragmented many privacy policies are,” Sadeh said. “The vast major-
ity of statements are about first-party collection and third-party 
sharing and contain significant levels of ambiguity when it comes 
to determining exactly what is being collected and with whom it 
is shared.”
    The tool is designed to let “lay users” get a quick sense for what 
types of statements are being made in a privacy policy, without 
having to read the entire thing from start to finish with a notebook 
and a magnifying glass. It uses color coding to show how policies 
are organized and what types of collection, sharing, or retention 
practices they address.
    With the color coding, visual bookmarking, highlighting and 
annotation all put together, Usable Privacy aims to reach two 
goals. The first is to demonstrate research and show off trends in 
the policies they’ve analyzed. For example, the visual bookmark 
sidebar shows how related concepts are not necessarily grouped 
together at all, but instead spread out into several different para-
graphs or sections.
    The other, though, is for the end users to be able to figure out 
more quickly just what’s going on. [Example is given for NBC.com.]
    Usable Privacy finds that NBCU’s privacy policy is written at a 
college-or-higher reading level and that it contains 256 total state-
ments about data collection, use, sharing, and retention.
     Those statements are grouped together into nine discrete 
buckets, with “First Party Collection/Use” being the biggest. (That 
pattern holds for the vast majority of sites that Usable Privacy an-
notates, although to different degrees.) 132 statements in NBCU’s 
privacy policy are identified as relating to how they, specifically,
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  Privacy, continued from Page 1
collect and use data and what data they collect.
    Falling under that umbrella are familiar statements like, “When you 
use our online services we collect information through the user of 
Cookies and Other technologies” and “we use information to provide 
the services you have requested,” which are basically how the inter-
net works. However, it also warns of data bleed-through: “If you visit 
our online services on a device through which you also interact with 
social networks or if you interact with us through a social media 
function such as a plug-in (for example, a Facebook “like” button) 
then you may be permitting us to have on-going access to some 
information from your social network profile.”
    The nest most common statements (57, total) concern third-party 
sharing and collection, like “we may disclose your personal informa-
tion to … protect our legal rights,” or their right to sell your data as 
an asset belonging to a business unit if they sell that business unit.
    About Do Not Track, they only say, “NBCUniversal does not cur-
rently take actions to respond to Do Not Track signals because a 
uniform technological standard has not yet been developed. We 
continue to review new technologies and may adopt a standard 
once one is created.”
    The analysis goes on from there, and readers can navigate using 
either side panel to go directly to certain kinds of content, as well as 
just scrolling through the core policy text itself.
    https://consumerist.com/2016/03/11/researchers-launch-tool-to-help-
show-you-what-the-heck-privacy-policies-actually-say/  
Payment app lets you buy stuff with your face
by Ian Paul | March 3, 2016 | macworld.com
Google hopes to make in-store smartphone payments even easier 
with a new app called Hands Free that doesn’t require you to take 
your phone out of your pocket. The new system is available on 
Android and iOS devices and is currently being tested near San Fran-
cisco.  http://www.macworld.com/article/3040572/mobile/googles-new-
hands-free-payment-app-lets-you-buy-stuff-with-your-face.html#jump

Listening, continued from Page 1
    Many said they were discussing particular products or holiday 
destinations and shortly afterwards noticed advertising on the same 
theme.
    Community website Reddit is full of similar stories. One reporter 
mentioned his male colleague seeing online adverts for sanitary 
pads after discussing periods with his wife in the car.
    But surely if the microphone was activated and the handset was 
sending data, battery life would be even worse than it is now and 
individual data usage would be through the roof?
     I challenged cybersecurity expert Ken Munro and his colleague 
David Lodge from Pen Test Partners to see whether it was physically 
possible for an app to snoop in this way. Could something “listen in” 
at will without it being obvious?
    “I wasn’t convinced at first, it all seemed a bit anecdotal,” admitted 
Mr Munro.
  However, to our collective surprise, the answer was a resounding 
yes. They created a prototype app, we started chatting in the vicinity 
of the phone it was on and watched our words appear on a laptop 
screen nearby.
    “All we did was use the existing functionality of Google Android - 
we chose it because it was a little easier for us to develop in,” said Mr 
Munro.  “We gave ourselves permission to use the microphone on 
the phone, set up a listening server on the internet, and everything 
that microphone heard on that phone, wherever it was in the world, 
came to us and we could then have sent back customised ads.”
    The whole thing took a couple of days to build. It wasn’t perfect 
but it was practically in real time and certainly able to identify most 
keywords. The battery drain during our experiments was minimal 
and, using wi-fi, there was no data plan spike.
    “We re-used a lot of code that’s already out there,” said David 
Lodge. “Certainly the user wouldn’t realise what was happening. As 
for Apple and Google—they could see it, they could find it and they 
could stop it. But it is pretty easy to create.”
    “I’m not so cynical now,” said Ken Munro .“We have proved it can 
be done, it works, we’ve done it. Does it happen? Probably.”
    The major tech firms absolutely reject such an idea. Google said it 
“categorically” does not use what it calls  “utterances”—the back-
ground sounds before a person says, “OK Google” to activate the 
voice recognition—for advertising or any other purpose. It also said 
it does not share audio acquired in that way with third parties. 
    Its listening abilities only extend to activating its voice services, 
a spokesperson said. It also states in its content policy for app de-
velopers that apps must not collect information without the user’s 
knowledge. Apps found to be breaking this are removed from the 
Google Play store.
   Facebook also told the BBC it does not allow brands to target 
advertising based around microphone data and it never shares data 
with third parties without consent.
It said Facebook ads are based only around information shared 
by members on the social network and their net surfing habits 
elsewhere. Other big tech companies have also denied using the 
technique.
    There is of course also a more mathematical explanation—the 
possibility that there is really no connection at all between what we 
say and what we see.
    For complete article, see http://www.bbc.com/news/technology-
35639549?ocid=socialflow_facebook&ns_mchannel=social&ns_
campaign=bbcnews&ns_source=facebook
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